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Executive Summary 

KILT is a simple protocol for creating, claiming, issuing, presenting and verifying digital 

credentials. In contrast to peer-to-peer solutions for this, KILT features self-sovereign data as 

well as revocable credentials using blockchain technology.  

KILT was built to be a business enabler, not only for the software industry, but also for any 

entity, which has or wishes to establish a business model based on trust. 

KILT features a simple mechanism to describe and publish the content of a claim or the 

corresponding credential. 

KILT provides a JavaScript SDK, which makes it very accessible for developers.     

We believe KILT will be an essential building block of the Web 3.0. In particular KILT proposes: 

ǒ A universal blockchain protocol for individuals, organisations, objects, and artificial 

intelligences to claim arbitrary attributes about themselves and get them attested by 

trusted entities.  

ǒ A Trust Market for the Attesters of such claims, which allows trusted entities to attach 

prices to their valuable attestation work and get paid. 

ǒ Mechanisms for putting claim holders in control of their data by storing the 

information on their storage and by giving them the choice which information they want 

to disclose to whom.  

Our main goal with KILT is to generate a level playing field for companies to explore new 

business models, related to trust relationships and data sovereignty. With our proposed 

system we would enable businesses and governments to rely on a common standard which 

is owned by everyone participating and not by a single company. 

The white paper is structured as follows: 

Chapter 1 describes trust in the internet and the problems and approaches around this topic 

in general and for KILT. If you are deep into trust, blockchain, and internet technology, you 

might want to skip the beginning of this chapter and start with the Conclusions and the Solution 

Statement resulting from them. The description of the whole concept behind KILT Protocol is 

divided into three chapters. Chapter 2 (Top-Down Trust Structures in KILT) introduces the 

fundamental and characteristic feature set of the protocol. Chapter 4 discusses the need for 

Claim Standardisation and describes the concept of CTYPEs. Chapter 5 describes how KILT 

Protocol would implement bottom-up trust with Token-Curated Attesters (TCAs). These three 

chapters should be read by anyone who wants to use or understand the concepts behind 

KILT. 

We describe the planned Trust Market economy in Chapter 3 and we outline an envisioned 

token economy for the KILT token in Chapter 6. If you are less interested in the economic 

implications of KILT Protocol you might choose to skip these chapters. 

The details of the technical implementation and the SDK of KILT Protocol are described in 

Chapter 7 and our roadmap plans for launching the KILT Network in Chapter 8. Chapter 7 is 

highly technological and addresses developers who plan to build services and applications on 

top of KILT Protocol. 
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1. Why the Internet Needs a Trust Network 

It is widely accepted that the internet needs a distributed online trust framework to solve 

overarching problems of representing trust among participants all around the world who are 

generally unknown to each other. We aim to solve these challenges by incorporating a network 

approach into the core functionality of the current internet. 

1.1. Trust on the Internet 

Ten years after the World Wide Web went online and the Internet has gone fully commercial 

and self-sustained, researchers have already judged that "of all the changes that are 

transforming the Internet, the loss of trust may be the most fundamental." In the light of the 

significant risks to fall prey to abuses by malicious actors, "the simple model of the early 

Internet ï a group of mutually trusting users attached to a transparent network ï is gone 

forever."1  

Evolution of Trust through Cooperation 

To understand why it is hard to establish trust in the internetôs disembodied and spaceless 

interactions, it is essential to highlight how trust is tied up with cooperation. Somewhere along 

their evolution, humans have learned to leverage the superpowers of cooperation. We do 

things together we could not do alone and share the benefits amongst us. We invest by helping 

others, hoping to be supported later when we may need it. And we heavily and daily rely on 

information shared with us, where it is impossible to find out everything for ourselves. But while 

cooperation is of utmost importance for our modern way of life, it is also delicate and vulnerable 

to exploitation: in fact, many are puzzled that cooperation could occur at all in nature, given 

that it may likely break down as soon as a few malicious actors are introduced who take 

advantage of the other's support, hurting them in the process. In such an environment it would 

be rational for actors to cease cooperation in order to avoid being exploited and cheaters 

gaining advantage over them. 

 

One of the reasons that we are still able to rely heavily on cooperation is that we have learned 

to decide when to accept the risk that comes with it: whom to trust and whom to refuse 

cooperation and thus sort out the bad apples. Trust is hence a filter or protection mechanism 

and an enabler at the same time, allowing us to take the necessary risks and "bridge the gap 

to the unknown"2 ï which basically means that trust enables us to explore and grow our 

abilities. 

 

Additionally, trust may be defined as a state where subjective information can be reliably 

assumed to be objective. For example, Bob tells you that Alice is married. If you trust Bob, 

 
1 Blumenthal, Marjory S. & Clark, David D. (2001): Rethinking the Design of the Internet: The End-to-
End Arguments vs. the Brave New World, ACM Transactions on Internet Technology, 1: 70-109.  [pdf] 
2 Rachel Botsman, The currency of the new economy is trust, TED talk, last accessed on 19th March 
2019. 

http://nms.lcs.mit.edu/6829-papers/bravenewworld.pdf
https://www.ted.com/talks/rachel_botsman_the_currency_of_the_new_economy_is_trust?language=en#t-641830
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you will believe him and will not ask Alice out. If you donôt trust Bob, then you might decide 

that Bob simply wants to eliminate a competitor3. 

Forming Trust Relationships 

People form trust relationships with each other based on multiple factors, but it all boils down 

to the relevant information one has about the other person. Based on what Alice knows about 

Bob, she constructs her argument that relates to the trust she puts in Bob. This argument may 

be constructed from multiple types of patterns4, such as direct experience (e.g. she met him 

at a bar and has a personal impression of him) or mutual goals (both of them trying to adopt 

recycling in their common workspace) and beliefs (sharing political views). Additionally, there 

might be other patterns for Alice to consider which are rooted in environmental or social factors 

(e.g. reputation, authority, etc.). 

 
Forming new trust relationships is based on the information we have about the other person.  
 

Forming a new trust relationship is a distinct transaction between two (or more) parties and in 

some cases, these relationships are only used for one transaction (e.g. Alice buys a necklace 

from a friendly merchant at the local market while she is travelling in Peru). However, in many 

cases a trust relationship is built up and maintained through an iterative process5 and is 

determined by the consecutive reciprocal behaviour of the participants (e.g. relationship 

between Alice and her new employee at her company). In these cases, as a general principle, 

one will grant trust to those people, who have already cooperated with her in the past, making 

it more likely that the relationship will be beneficial for her in the future6. 

Problems of Creating Online Trust 

Trust seems hard to come by when interaction partners remain anonymous or pseudonymous 

and may as well be living on the opposite side of the globe. This challenge is also a direct 

consequence of the dramatic growth in number and cultural diversity of people and businesses 

connected to the internet. In face-to-face communication people have an abundance of 

information at their disposal  on which to judge the trustworthiness of others: from a first, 

superficial impression to many little cues such as facial expressions, posture, or emotions 

 
3 Bulkin (2018): Curate This: Token Curated Registries That Donôt Work,  
as seen on 10th December 2019. 
4 For a more in-depth analysis and discussion about the patterns for constructing trust relationships see 
Parsons et al. (2014): Argument schemes for reasoning about trust, Argument & Computation 5: 160-
190. 
5 Both one-time and iterative trust relationships can be simply modelled with the Prisonerôs Dilemma 
game theoretic model. 
6 Heintz, C.; Karabegovic, M. & Molnar, A. (2016): The Co-evolution of Honesty and Strategic Vigilance, 
Frontiers in Psychology 7: 1503. 

https://blog.coinfund.io/curate-this-token-curated-registries-that-dont-work-d76370b77150
https://en.wikipedia.org/wiki/Prisoner%27s_dilemma
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conveyed in the way they speak. On the internet, little to nothing is revealed about the people 

we interact with and what is disclosed might just as well be untrue. The problem to establish 

trust online, then, appears to come down to an accountability problem on one hand and a 

bootstrapping problem on the other. These issues can be analysed when turning to currently 

existing implementations that aim to provide solutions for building trust online on a secure 

communication substrate. 

Accountability 

The fact that online interactions frequently take place between geographically, culturally and 

socially remote individuals massively reduces leverage to hold trust partners accountable. 

Even more so, as individuals are often further shielded by aliases, under which online 

interactions usually take place. Seeking redress, personally or legally, may be close to 

impossible under these circumstances, and reputational damage is limited to the internet alias. 

Stakes are low for malicious actors to create new aliases, and this lowers trust in the system.  

Bootstrapping 

The accountability problem could be alleviated by disclosing personal information (such as a 

physical address) to the partner in a newly formed trust relationship. However, this process 

faces the problem that there is little reason to trust this information if the source is the individual 

in question. Any third parties vouching for the individual to back up the claims made about 

itself in turn face the same challenges to establish their own trustworthiness. This continues 

ad infinitum if no entity can be found that is óclose enough to homeô (namely, a trusted root 

authority) to be held accountable, or in some other way able to credibly assert its 

trustworthiness. 

Current Solution Proposals and their Limitations 

The solution to these problems must build upon public key cryptography that a sender can 

use to securely communicate with a recipient without meeting and sharing a secret with each 

other. However, as the internet is an open communication channel, attackers may intercept 

communication by impersonating the designated recipient, convincing the sender to encrypt 

messages with a public key that in reality is part of the attackerôs key pair. Therefore, trusted 

associations of a public key with the designated recipient of a message is essential for secure 

communication as a basic building block to build up online trust relationships. Different 

solutions based on public key cryptography have been put forward to solve these problems of 

online trust. 

Public Key Infrastructure (PKI)  

In a hierarchical Public Key Infrastructure (PKI) public keys are associated to a recipient by 

means of signed certificates issued by Certificate Authorities (CAs) or their delegates. Trusted 

CAs are selected by application (browser, email client, etc.) vendors in most cases and 

represent single points of failure in the system: if a CA can be convinced to sign a certificate 

associating an attackerôs key with a service or website, any communication with that site can 

be intercepted.7 

 
7 For in depth discussion on the pitfalls of the current PKI system see: 
https://www.eff.org/deeplinks/2010/03/researchers-reveal-likelihood-governments-fake-ssl, 

https://www.eff.org/deeplinks/2010/03/researchers-reveal-likelihood-governments-fake-ssl
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PGP Web of Trust 

The Pretty Good Privacy (PGP) Web of Trust (WoT) is an orthogonal solution to the above. It 

employs direct peer-to-peer trust and customisable vetting schemes instead of trusted 

authorities, leaving it to the user to decide whom to trust and from whom to accept referrals. 

But for numerous reasons (limitations of the PGP certificate format, a nightmarish usability of 

the key signing process, barrier is high to introduce a new key association as a trusted identity, 

dependency on key servers for revocations, etc.) the Web of Trust has not found sufficient 

adoption to gain traction. A critical point appears to be that just as PKI forced users to adopt 

a hierarchical trust model, PGP forced users to adopt a peer-to-peer key signing party model, 

however the code would also be able to support hierarchical trust models.8 Trusted authorities 

are part of many use cases, especially in corporate or governmental organisations or when 

the attribute to be verified is established only through the authority or expertise of a select few. 

Additionally, the PGP WoT did not account for the fact that different users/entities may be 

qualified to verify only some traits and not others, meaning they should also only be trusted to 

sign specific types of information. The PGP WoT does not offer a straightforward solution to 

making these limitations. 

 

Reputation Platforms 

Many web platforms implement reputation systems as a ówisdom of the crowdô approach to 

establishing userôs trustworthiness to solve the bootstrapping problem. These systems gather 

a collective opinion in order to build trust between users of an online community. Reputation 

systems recreate what people do offline to establish who is trustworthy: gossip, exchange 

experiences, give recommendations, etc.  

 

These, however, only appear to work as part of larger community management schemes 

curated by the platform provider. The curation may include bans of accounts that spam the 

reputation system or that have been reported by users, as well as the verification of personal 

details of users by the platform provider. This comes as no surprise: if affirmations made by 

an anonymous user cannot be trusted without further support by a trusted third party, why 

should an anonymous crowd stipulate any more trust? As a pitfall, most reputation systems 

do not allow users to filter who they deem a credible judge of trustworthiness and in which 

matters. Namely, these platforms are often so general that they offer little information in what 

domain the rated user can be trusted.  

Some proposals aim to solve these issues through Token-Curated Registries (TCRs). We 

address these in Chapter 5, where we introduce our Token-Curated Attester concept. 
  

 
https://www.wired.com/2010/03/packet-forensics/, as seen on 15th March 2019. 
8 Berners-Lee, Why did the PGP Web of Trust fail? 
https://medium.com/@bblfish/what-are-the-failings-of-pgp-web-of-trust-958e1f62e5b7,  
as seen on 15th March 2019. 

https://www.wired.com/2010/03/packet-forensics/
https://medium.com/@bblfish/what-are-the-failings-of-pgp-web-of-trust-958e1f62e5b7
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1.2. Arguments for a Network Solution 

We believe that an argument for a network solution can be made from contrasting the 

dynamics and challenges the platform web is currently facing with the multi-stakeholder 

government of the internetôs core protocols. Lessons drawn from these considerations will 

motivate KILTôs solution approach, as we believe that a network solution can remedy some of 

these difficulties. 

End-to-end Principle 

When the core protocols of the internet and the World Wide Web, such as TCP/IP, were first 

conceived and implemented, many of the design decisions made were guided by what we 

know today as the end-to-end principle. Its rationale is to develop minimalistic protocols that 

focus on efficient transmission of data between two end points on the network, while remaining 

application-agnostic and indifferent to the specific types of data they exchange. The protocol 

layer focuses on efficient data transmission in the network. However, on the network, 

application-specific functionality is implemented in the endpoints connected via the protocol 

layer. Keeping the core protocols lightweight is meant to improve efficiency and speed by 

avoiding overhead and potentially makes them more reliable and easier to upgrade. It also 

reduces the number of specifications that all parties need to agree on. 

Standardisation for Interoperability 

The language which we use is a fundamental aspect of cooperation. It allows for naming 

certain things and through words and sentences we are able to convey what we mean. The 

language is thus an objective standard which we can use to compare things and decide if they 

are truly the same or not. However, the proliferation of languages hindered the efficient 

interaction of people already during the early cultural evolution (take for example the Biblical 

story of the Tower of Babel). To alleviate the burden of friction and inefficiency of requiring 

translations of laws and employing a large number of interpreters, empires introduced 

standard languages9 to streamline the everyday life of citizens (e.g. Latin in Roman empire). 

Current day example is the de facto standard language of English in aviation, science, etc. 

 

As a major problem, current solutions lack a standardised language for managing trust 

relationships on the internet and this is paramount for the interoperability of trust networks. 

Internet Governance 

It is in fact not a trivial task to reach such an agreement among all peers in the network. 

Participants must agree on a common language to be able to exchange and propagate 

information on the network. The internet as a communications network is a typical coordination 

problem as discussed in economics and social science: incentives for all implicated parties 

are largely aligned and favour a cooperative solution. In this case, participants need to agree 

on a common standard in order to be able to harvest the benefits of global interconnection 

and interoperability. Dissonance can only arise through differing preferences as to what the 

common solution should be. But no single company or national government can oversee the 

 
9 Standard Language, https://en.wikipedia.org/wiki/Standard_language, as seen on 17th March 2019. 

https://en.wikipedia.org/wiki/Standard_language
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multitude of interconnected autonomous networks and systems that is the internet. In absence 

of a central authority able to legitimately issue binding standards and specifications, these can 

only develop and uphold if they are multilaterally backed by the networkôs peers. 

 

In addition, these specifications are necessarily public domain, and individual payoffs for the 

significant efforts of developing or improving them are low by extension, as benefits are 

harvested by all participants in the network. Nevertheless, the internet does have working 

governance schemes in place. Currently, several bodies are tasked with the ongoing 

development of standards and specifications (non-exhaustive list): 

 The Internet Protocol suite (TCP/IP, message routing and transport protocols) is 

maintained and developed by the Internet Engineering Task Force (IETF), which 

operates under the umbrella of the Internet Society (ISOC). Standards are published 

in the form of Requests For Comments (RFCs) through the ISOC. The ISOC has more 

than 100,000 organisational and individual members.  

 The Internet Corporation for Assigned Names and Numbers (ICANN) oversees 

domain name (DNS) and IP address allocation. As a central body with administrative 

authority, for example controlling registration of Top-Level Domains, it has created 

controversy10, amongst others, through its association with the US Ministry of 

Commerce. 

 The World Wide Web Consortium (W3C) develops the core specifications for the World 

Wide Web such as HTML and its successors, CSS, XML, etc. Members are 

universities, businesses, non-profit organisations, governmental institutions, and 

individuals. Standards and specifications are published under the name of 

Recommendations. 

Some Challenges of the Platform Web 

Governance of the internet architecture is thus distributed and consensus-based. However, 

this mostly does not apply to functionality on the network, i.e. in the application layer. Many 

Web 2.0 services and applications have the sole function of being a mediator and facilitator, 

connecting individual users on a platform for the purpose of exchanging information or 

services. Functionality (e.g. storage of user data, search tools, rating/recommender systems, 

etc.) built around the specific purpose of a platform (e.g. social networking, ride sharing or 

private sales) may be regulated in part by the respective laws of countries in which the user 

and the platform provider reside and may indirectly be governed by the user base, as far as 

the platform providerôs economy depends on it. But ultimately, the system for interaction 

remains proprietary and users typically have little redress when their specifics or the terms for 

their use change, while the majority of the economic value is captured by the platform 

providers. 

The end-to-end design principles most certainly have a key role in the internetôs success story, 

allowing it to cater for even unanticipated new applications. But it also has a role to play in 

why the internet, and particularly the World Wide Web, has not become the utopian, egalitarian 

 
10 by famously refusing systematically and over years to register the Top-Level Domains .halal and 
.islam, while at the same time registering the .sucks gTLD, which now targets trademark holders with 
exploitive schemes. 
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space many saw coming in its early days, but has instead produced winner-take-all markets 

and mega-corporations that have grown to the size and power of nation states.  

 

By defining the internet as a transport medium and putting the place and the responsibility for 

any kind of more specific functionality in the edges, it has favoured individual solutions by 

individual actors even for very common and recurrent functionalities. For the Web, this initially 

showed with the first large scale service providers developing around discovery and directory, 

which gave rise to internet giants such as Yahoo and Google. It became particularly clear, 

however, when the Web transitioned from a retrieval system for mostly static displays and 

information to an interactive and individualised experience. The original internet protocols did 

not implement user identification and could not maintain state. Service providers thus came 

up with a wide range of solutions and formats to store session and user identification data and 

user-generated content11.  

 

The architectural decisions to build the Internet as a rather thin networking and transport layer 

of universally accepted protocols have certainly contributed to the current shape of the Web, 

which could be characterised as follows: 

(A) Service/Application providers silo user data. Since different application providers use 

a variety of formats to store user data and content on their servers, along with differing 

technologies for user identification, data is usually very hard to integrate. At the same 

time, for social networks such as Facebook, Instagram, or Twitter, or sharing economy 

platforms such as Airbnb and Uber, the user base and its data are the most valuable 

assets. Thus, in the absence of incentives to share data and with major hurdles to 

overcome to do so, users are unable to use their profiles and data in any other context. 

This creates dependencies hindering competitors to enter the market. 

(B) A single party may control vital parts of the networkôs functionality. Private corporations 

owning and developing a particular service and the respective endpoints means they 

control who can access it and who can build integrations or contribute to development. 

They are also free to shape the service at their whim, compelling them to follow their 

userôs needs and wants only if that is in their best interest. 

(C) Innovation happens at the edges of the network. Because value is captured in end 

point applications, incentives are high to invest in newer and better applications and 

technologies. Incentives to improve the networking and transport protocols are 

comparatively small, being further complicated by the need to coordinate the efforts of 

many parties with possibly conflicting and competing interests. The network thus 

mainly grows and matures by virtue of new services connecting to it. 

  

 
11 The stateless nature of HTTP and IP made the early server architecture of the web simple since the 
servers did not need to store and maintain information about the state of a client-server interaction.  

https://en.wikipedia.org/wiki/Stateless_protocol


KILT White Paper                         Version 2020 -Jan -15 

14 

 

1.3. Where we see the Opportunity Through Blockchain? 

Why We Think Blockchain is the Solution 

Blockchains embody a network solution to features which internet protocols previously could 

not implement. They are constituted by a network of participants implementing a single 

protocol to agree on a common representation of state. Blockchain enables decentralised data 

and identity management by employing a ledger that provides immutable single source of truth 

that all involved parties (Claimer, Attester, Verifier) can trust. 

What is the Role of Blockchain-Technology 

Blockchains have two properties that remedy the problems outlined above: (A) they are able 

to self-organise through incentivisation mechanisms, (B) they can, and to some degree must, 

implement distributed governance structures that give participants in the network parts of the 

power to decide on the shape and future of the common protocol. 

Network Solution through Blockchain 

Taken together, a network solution will, by implementing functionality in the network rather 

than in its edges, distribute both the responsibility for and power over the solution among 

stakeholders, while also sharing the spoils among them.  

Service/Application providers cannot silo user data. 

Data is stored or indexed publicly in a blockchain solution. If a given functionality is offered by 

a blockchain solution, no single party can monopolise the data it generates. It either remains 

with the data subjects, with proof on the chain, or is available for everyone. Anyone can build 

and connect new solutions using these data, preventing monopolistic market dynamics. 

No single party may control vital parts of the networkôs functionality. 

Permissionless open solutions are always governed by nodes and validators or by token 

holders and can be complemented with democratic governance structures that facilitate 

consensus on updates to the underlying protocols. Also, nobody can be shut out for political, 

competitive, or arbitrary reasons. 

Innovation and value creation move to the protocol layer of the network. 

Blockchains are incentive machines; part of the principles which they operate on is to reward 

participants for sustaining the network and furthering its development. They offer new ways to 

compensate contributors through block rewards or investment pools and create new 

incentives for protocol innovators (ICOs) which makes creating free-to-use open-source 

protocols economically attractive. Consequently, any holder of a token of a specific network 

invests in this network. If the network grows and the token value rises, the holder benefits. 

The value creation of blockchain networks are evenly distributed to all token holders instead 

of being siloed in a single company. This might be the most dramatic effect of blockchain 

networks: they democratise the profit of successful systems.  
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1.4. Conclusion 

Value can be captured on the protocol layer. 

The original internet lacks a series of 

concepts, which turned out to be necessary 

for the commercial internet. The three core 

concepts in this regard were search, 

identity and payment. Commercial 

companies stepped in, providing services 

for these concepts on application level. 

Unfortunately, the structure of the internet 

leads to monopolies and  

this is why those companies today are the 

most valuable ones on the planet. While 

regulatory measures against these 

monopolies seem to have little effect, we 

believe that fostering the protocol level can solve the problem. Blockchain technology gives 

us the power to implement basic services like identity or payment on protocol level. Protocols 

are common good, as they belong to everyone and anyone is free to use them. The value, 

which was accumulated by the companies on the application level in the Web, could be 

accumulated directly in the protocol, with everyone who invests in the network by using its 

token benefitting from it. 

Protocols can acquire economic superpowers. 

When protocols are accepted as standard means of communication, they can provide 

investment security for new businesses. It is completely safe to build an email client based on 

SMTP, because it is absolutely sure that it will be able to communicate with all email servers 

worldwide. For the protocols of the internet, this security generated new business ideas and 

the possibility to invest. HTTP for example has created millions of jobs, most of them in 

businesses the creators of HTTP could not even imagine when they defined the standard. 

Data belong to their producers and not to service providers. 

Commercial companies collect siloed identities. They often know more about the consumer 

than the consumer himself. This is not only questionable in times of GDPR, it also leaves a 

1984 feeling with the people. We shall store the properties of an entity at the entity itself on 

the end userôs device or (encrypted) on a cloud service of the userôs choice. The entity 

ultimately decides which part of its data, for which purpose, and with whom it wants to share 

it with.  

Existing data silos should be made interoperable. 

We understand that the existence of data silos will not end with a new protocol coming up. We 

want to incentivise owners of silos to make them interoperable through a protocol. This will 

provide more freedom and more convenience to the end user. 
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Standardisation could be a key to success. 

Interoperability needs consensus on data formats. Credentials often constitute complex data 

structures. If we want to foster interoperability, we must enable the creation of standards for 

credentials. This standardisation will also provide investment security to companies which 

build applications for certain types of credentials.  

Providing trust can turn into a relevant business model for many 

companies. 

For any protocol adoption is key to success. Adoption will be high if commercial companies 

find business opportunities in using the protocol. It is necessary to provide business incentives 

to players in the trust ecosystem. We shall find ways to enable entities, which own trust or are 

able to build trust, to monetise this trust using the protocol. 

Mapping of existing organisational structures is essential. 

We recognise and accept existing trust structures even if trust is often not earned but defined 

by authority. These structures exist in companies, in governments, and in our daily lives. It 

would be futile to develop a solution which ignores these structures.  

1.5. Solution Statement 

In the following chapters we will outline KILT Protocol as we see it from todayôs perspective. 

KILT is a blockchain-based fat protocol. 

 

The current state of KILT Protocol (Test Net) already includes the following functionalities in 

its basic, preliminary form: 

 

ǒ Enabling parties to claim arbitrary properties about themselves (where a party can be 

a person, an organisation or an object) 

ǒ Providing mechanisms to define the contents of such claims in a structured way 

ǒ Enabling trusted parties to select attractive claim structures and attesting claims of this 

type and issuing credentials to the claiming party 

ǒ Moving data sovereignty to the claiming party by giving it full control over the credential 

ǒ Providing a blockchain where the validity of a credential can be verified by anyone who 

the credential is presented to 

ǒ Offering mechanisms to build complex trust structures for authoritative (top-down) trust  

ǒ Decoupling the verification process from the Attester, creating huge scalability and 

privacy 

ǒ Solving the revocation problem of P2P Network approaches through blockchain 

technology. 

 

In the future we would envision that KILT Protocol also 

 

ǒ Provides a Zero-Knowledge-based solution where the validity of a credential can be 

verified only by someone who was entitled to do this by the claiming party 
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ǒ Builds an ecosystem where Attesters can monetise their earned trust but depend on 

their continuous accountability  

ǒ Provides a novel organisational structure  to build earned trust by introducing the 

(bottom-up) Token-Curated Attester concept. 
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2.  Top-Down Trust Structures in KILT 

KILT Protocol aims to enable the digital representation of real-life trust relationships across all 

kinds of entities. In this chapter KILT Protocol is introduced by describing a set of basic roles 

and functionalities which represent a simple infrastructure that shall be used for building digital 

representations of conventional top-down trust structures.  

 

Top-down trust implies that there are entities which are trusted by other entities because of 

their status, their reputation, or just by definition. Trusted entities in this sense can be for 

example 

 Government agencies, like the chamber of commerce 

 Structures defined in companies, like the person responsible for issuing user rights 

within the companyôs network 

 Commercial entities, like a company entitling a user to access a service 

 Persons or other entities having earned a good reputation 

 Machines or artificial intelligences designed to make decisions on claims from other 

entities, like a ticket vending machine in public transport 

These trust structures exist in our current world. Therefore, a system dealing with trust needs 

to recognise them and must propose a way of representing them on a technological level. 

2.1. Current Problems with Trust Structures on the Internet 

Identity is the core function of trust relationships between physical 

individuals, devices, or any forms of legal entities like businesses, 

organisations, and governments. Identity in this context also 

refers to unique data that defines the properties, characteristics 

and qualities of persons, groups and things. With the rapid 

technological evolution and its consequences that we see for 

example in social networks, the use of artificial intelligence, 

autonomous vehicles on our doorstep, and the emerging 

decentralised governance structures, in short the digitalisation of 

all aspects of our daily lives, require a change of the fundamental 

trust structure of the internet.  

 

Right now these trust structures are dominated by centralised 

powerful service providers. For example, when a user wants to 

access a service, she normally registers by proposing a 

username and a password. If the username does not yet exist, 

the password meets certain criteria and some other checks are 

performed successfully, the user is granted access to the service. 

The username/password combination is stored in the database 

of the service. The same combination is also known to the user. 

Consequently, service and user share a secret. As many users undertake this procedure if the 

service is attractive and thus successful, the database accumulates a big number of 

username/password pairs. This is a security risk, as an attacker only needs to break into one 

system to gain access to a large number of secrets. 
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If the user wants to access the service for a second time, she can log in with her 

username/password combination. The service provider checks in its database if this 

combination is known and valid and decides on whether the user can use the service or not. 

This is problematic, because the issuer of the right to use the service and the verifier are the 

same entity. For commercial companies this is an incentive to build closed user groups, which 

leads to monopolistic structures if the service is very successful. In the internet such structures 

can be observed in certain sectors. They seem to hinder innovation because new providers, 

even if their services are better, cannot enter the market due to the monopolistic  

accumulation of users at the established provider. As a result, established providers dwell on 

large user bases and monopolies can only be replaced by new monopolies. 

In most cases the username/password combination also allows entry to one specific service 

only, which results in a lot of passwords a user needs to remember. Many users choose similar 

or identical passwords for many services, which makes attacks on the central databases of a 

large service even more attractive. The username/password combinations stolen there might 

also work for other services. 

The problem described here is even more astounding considering that it was solved in the real 

world many centuries ago by issuing credentials. 

2.2. Current State in the Real World 

Credentials in the real world can be best explained with simple examples: a person might have 

a passport, a driverôs license, a student card, and many more. These Credentials are issued 

by central services. To obtain a Credential, the person (Claimer) has to turn to the central 

service (Attester). Unlike in the internet, the Credential then is not stored with the Attester, but 

with the Claimer, i.e. in the Claimerôs wallet. If the Claimer for example wants to visit a bar 

where the minimum age is 18, she needs to prove to the bouncer (Verifier), that she is over 

18. If this is the case, the Verifier will let her in. Unlike in the internet, the Claimer can choose 

which Credential she will present. The Verifier will probably accept her student card, her 

passport, and her driverôs license. This provides freedom of choice.  

 
The process of using of real -world Credentials  

The Claimer may also choose not to reveal all the information on the Credential, for example 

by covering her name with her finger while showing the Credential. The bouncer needs to 

know her age but not her name.  
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The Verifier makes sure that the Credential is an original by checking its security features and 

whether the Claimer matches the Credential by comparing the picture on the Credential with 

the face of the person in front of him. This provides a high level of security (something I have 

+ something I am). In the course of this, the Verifier also checks if he trusts the issuer (Attester) 

of the credential. If he trusts, for example, the government of the issuing country or the issuing 

university, he can also trust the Claimer that she is over 18. 

 

This system is extremely scalable, as the Attester is not involved in the Verification process. 

The bouncer does not check with the university or the Department of Motor Vehicles if the 

person standing in front of him is over 18. The credential together with the person is enough. 

This also preserves a lot of privacy for the Claimer: as the Attester is not involved in the 

Verification process, the university or the state will never find out that she visited this bar that 

night. 

2.3. Solution Statement: KILT Protocol 

KILT Protocol basically applies the already proven real-world processes of issuing credentials 

and enables transparent and permissionless trust structures for the internet. In order to 

achieve this, KILT relies on the following simple concepts. 

Self-Sovereign Data and Identity 

Identity is the sum of characteristics, attributes and 

traits which describe an entity or an object and as 

an individuum distinguishes it from all others. Self-

Sovereign Identity entails:  

ǒ any entity can establish its own identity 

(without the consent of any other entity).  

ǒ the Claimer is in control of her Credentials  

ƺ can choose which Credentials to 

present to a specific Verifier 

ƺ has the choice to show only the 

relevant info to a Verifier 

These concepts for Self-Sovereign Identity can be 

used for any other data that is defining an entity or 

an object or that defines qualities or characteristics 

of such entity or object.  

 

KILT is a permissionless system, anyone (or 

anything) could create an identity or define 

qualities or characteristics of such entity and 

therefore become an entity in the KILT network. In 

KILT the identity (that may be connected to any 

piece of data) is created as public-private key pair and then linked to a Decentralised Identifier 

(DID)12. This DID is under full control of the entity which created it.  

 
12 Decentralised Identifiers (DIDs) v1.0, last accessed on 2020.01.15. 

https://w3c.github.io/did-core/
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Roles 

Any entity can take on any of the following three basic roles in the network. 

Claimer 

The Claimer is an entity (an individual, organisation, or object) that claims something (a 

property) about itself using its decentralised identifier and stores this Claim in its client wallet 

software (see Chapter 7 for technical details). In KILT the Claimer always signs the claim, 

which proves that the creator of the claim is the same entity as the owner of the claim (i.e. a 

Claimer is always the origin of the Claim)13.  

 

In KILT a Claim is always based on a Claim Type definition (CTYPE), which is a well-defined 

data structure expressing a specific set of properties and rules for a certain type of claims.  

 

Claimers are not inherently trusted by Verifiers. They rely on Attesters and the trust those 

Attesters provide for their interaction with Verifiers. The Claimer can request an Attester to 

validate and confirm with his digital signature that the Claimerôs Claim is true (i.e. to attest the 

claim). The attestation is issued by the Attester, sent to, and stored with the Claimer. We call 

these attested claims Credentials. 

The Claimer may then present the credential to any Verifier. As the Credential is stored in 

the storage of the Claimer, the Claimer controls  

 who to present the Credential to  

 which Credential is presented and  

 which parts of the content of the Credential she makes visible to the Verifier.  

Attester 

Attesters are trust providers who receive Claims, validate them, and confirm them by issuing 

attestations for them. In other words, they create Credentials by cryptographically signing the 

attestations and sending them back to the Claimers.  

 

Any Attester will only be prepared to check and confirm a limited range of properties. 

According to these capabilities the Attester chooses one or more Claim Types (CTYPEs) 

offering to attest them for interested Claimers.  

 

In this process Attesters perform actual work as they must check the validity of Claimerôs 

assertions. Consequently, Attesters in KILT can choose to be compensated. In the current 

internet this compensation is done through the data the Attesters receive from the Claimers 

and store in their private data silos. In the KILT network the Credential remains with Claimer. 

KILT Protocol offers a mechanism for Claimers to pay for the work of Attesters by transferring 

KILT tokens to an Attester.  

 

 

SSI Box: The definition is from the Blockchain Bundesverbandôs position paper about Self-Sovereign 
Identity. 
13 KILT protocol cannot control the content of the Claims and in theory a Claimer could claim something 
about someone else. There are cases where this might be needed (e.g. family status with a spouse) 
and we plan to address these use cases in KILT protocol as well. 

https://www.bundesblock.de/wp-content/uploads/2019/01/ssi-paper.pdf
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In order to receive or keep up reputation amongst Verifiers and Claimers, Attesters need to 

be careful to attest only Claims they checked and found to be valid. If they fail to do so, they 

might lose the trust of their Verifiers, which would make their Credentials worthless and could 

destroy their business. Attesters compete for the attestation of claims. The Claimers can select 

the Attester who best fits their needs (price, speed of attestation, supported Credential types, 

number and importance of Verifiers trusting their Credentials). This creates business 

opportunities for Attesters (see Chapter 3 for details).  

 

Additionally, Attesters can amplify their trust by cooperating with other attesters or can 
delegate trust to other entities (see Section Building Top-Down Trust Structures for details). 

Verifier 

The Verifier creates the demand for attested Credentials as he offers a service to Claimers. 

As the Claimers are not inherently trusted by the Verifiers, the Verifiers rely on the Attesters 

and the trust they provide. For example when using a passport to cross a border, the Attester 

(issuing government) and the Verifier (border control agent of another country) are linked only 

by trust. In other words, the Verifier is an entity that receives Credentials from Claimers and 

performs an action desired by the Claimer if the Verifier recognises the Credential as valid. 

Verifiers decide which Attesters they trust. Claimers will select Attesters which are trusted by 

Verifiers and are relevant to the Claimerôs 

use case.  

 

Verifiers identify Claimers through a 

Cryptographic Challenge. This prohibits the 

unauthorised use of stolen Credentials and 

man-in-the-middle attacks. KILT uses 

Merkle Trees to ensure that Credentials can 

be validated against hashes retrieved from 

the KILT Blockchain, even if the Claimer 

only reveals parts of the information inside 

the Credential. The details of these features 

are explained in System Architecture. 

Roles and Processes 

 The Claimer is an entity which 

states to have a certain property (i.e. 

Claim) and can request an Attestation.  

 An Attester answers a Request for Attestation in an affirmative way, which is called 

Attesting the Claim (i.e. issuing a Credential). 

 The Verifier is an entity which will perform, on request, a certain Action for a Claimer 

who shows proof of having certain properties (i.e. Verifying the Credentials).  

Comparison to Current Standard Proposals and Definitions 

There are several organisations and communities aiming to define the terminology and the 

different roles and processes in the Self-Sovereign Identity ecosystem. This chapter describes 

how the roles and processes on which KILT protocol shall be based differ from the current 
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W3C Verifiable Credentials (VC) Data Model14 standard proposal. The W3C Model defines 

the following roles in comparison to the roles defined in KILT: 

 

KILT  W3C Verifiable Credentials 

Claimer Subject and Holder 

Attester Issuer 

Verifier Verifier 

 

The first and foremost difference is that the VC model differentiates between the Subject and 

the Holder of a Claim or Credential. Subject is the individual, entity, or thing that a given Claim 

or Credential is about or relates to. Contrary to KILT, the VC model allows a Claim or a 

Credential to be about multiple Subjects. In the VC Model it is assumed that the process starts 

with the Attester, proposing properties of Claimers, while KILT assumes that the Claimer starts 

the process by proposing properties of herself. While this might only be seen as a conceptual 

difference, we are of the opinion that Claimer entities should be the origin of these trust 

relationships. 

Holder is the individual or entity in control of the digital wallet or agent that stores and controls 

the use of a given claim or credential about a Subject. Often the Holder and Subject will be the 

same entity, but there are cases where they may be different (e.g. a parent may be the Holder 

of a digital passport for their child who is the Subject of that credential). KILT currently does 

not distinguish between the Subject and the Holder of a claim or credential. Instead, both roles 

are unified in the role of the Claimer. We believe that the distinction of roles (Subject vs. Holder) 

could be solved on the application level and, if so, the KILT Protocol could stay lean. Since the 

standardisation process for this concept is under work, it will be followed closely and might 

result in a later adaption.   

 
14 The W3C Verifiable Claims Working Group states that the definition of the roles is still under 
discussion and therefore not final. https://w3c.github.io/vc-data-model/ as seen on 30th January 2019. 

https://w3c.github.io/vc-data-model/


KILT White Paper                         Version 2020 -Jan -15 

24 

 

Claim Types (CTYPEs) 

Enabling systems to communicate about 

properties of entities requires not only 

standardisation on how systems 

communicate, but also on what they 

communicate i.e. the content structure of 

Claims and Credentials. As it is impossible to 

standardise the content structure for an 

infinite number of use cases, KILT utilises the 

capabilities of blockchain technology to 

standardise Claim Types. While the 

standardisation mechanisms are discussed 

later in Chapter 4 & 5, Claim Types are briefly 

introduced here. 

A Claim Type (CTYPE) in KILT is the JSON 

description of a data structure. It contains a 

list of key value pairs, where each value is of 

a defined type. Chapter 7 will further detail the 

rules on how CTYPEs are structured and how 

the KILT SDK offers functions for the creation 

and storage of CTYPEs. 

 

Since it is essential that all parties in one use case agree on using the same CTYPE, KILT 

SDK functions for Claiming, Attesting and Verifying use CTYPEs as an underlying basic 

building block. Attesters publicly announce which CTYPEs they attest. They may also promote 

a list of Verifiers who accept their Credentials in order to receive more requests for Attestation. 

Claimers will use CTYPEs which are widely accepted by Verifiers they frequently use. Verifiers 

are interested in maximising the number of Claimers who can easily use their service. They 

will accept the most common CTYPEs for the use case. This leads to an implicit per-use-case 

standardisation. The creation of CTYPEs is permissionless. Anyone can create CTYPEs and 

reference them on the KILT Blockchain.  
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Why KILT Needs a Blockchain 

Blockchains provide an immutable yet decentralised log of transactions and we can use this 

superpower to enable revocable credentials and more complex trust structures in KILT. 

However, since the blockchain stores information indefinitely in a public manner, a great care 

has to be taken to conform to the latest privacy laws. 

 

The operation and storage space of blockchains is very costly and they have limited 

throughput. KILT protocol honours these facts by writing as little information on the blockchain 

as possible. Since data written on the blockchain is publicly available and cannot be deleted, 

KILT aims to never write any personal data on the blockchain. Instead, only hash values15 are 

stored on-chain (please see the GDPR section at the end of this chapter for an in-depth 

discussion on this topic.) There are basically three types of information written on the KILT 

Blockchain: the hash of revocable attestations of Claims (Credentials), the hash of claim type 

schemas (CTYPEs), and KILT token payment information. 

Revocable Attestations 

Putting the Claimer in control of 

her Credentials imposes a new 

problem: as the Attester is no 

longer involved in the Verification 

process, he cannot revoke the 

validity of Credentials. That 

would lead to all kinds of 

unsatisfying situations, where 

driverôs licences could not be 

revoked and bullies could not be 

excluded from social networks. In 

addition, Attesters who once 

received the power to issue 

Credentials by an authority would 

be able to do so forever.  

The KILT Blockchain solves this 

problem by writing a hash of the 

Attestation onto the blockchain. 

This way Attestations can be 

securely stored and time can be 

stamped on the KILT blockchain, which then fulfils a notary function and enables credential 

revocations.  

In case of an on-chain Attestation four pieces of information are written onto the blockchain: 

 Public key of the Attester 

 Hash of the Claim that is being attested 

 Signature of the Attester 

 Placeholder field to mark if the Attestation is revoked later 

 

 
15 Hash is a condensed, non-reversible cryptographic transformation of the original data. 



KILT White Paper                         Version 2020 -Jan -15 

26 

 

Any Verifier who receives the resulting Credential from a Claimer can hash the Credential and 

check if the identical hash is also present on the blockchain in order to verify that action.  

The Attester has the right to revoke the hash on the blockchain, thus marking it as invalid. 

Verifiers checking for the hash on the blockchain will find out about the revocation (for details 

please read about Revocation in Chapter 7). This process can also be applied to Legitimations 

and Delegations of trust, described later in the section Building Top-Down Trust Structures in 

KILT. 

From a data security and privacy perspective, an Attestation contains hashed Claim data. 

Therefore, it doesnôt reveal the Claim content (i.e. personal data is written onto the chain in a 

hashed format). The content of the Claim is not revealed and the Claim itself is not made 

available on the blockchain. If an entity knows the content of the Claim though, it can verify its 

existence on the blockchain. The public key of the Attester is stored on the chain. This is a 

wanted property which enables Verifiers to determine if the Attester of a Claim is trusted. In 

case of a simple on-chain attestation, only the Attester can revoke his or her attestation. In the 

next section, more complex trust structures are introduced where the right to revocation can 

be delegated to other entities. 

CTYPE 

CTYPEs are credential definition schemas needed for broad semantic interoperability of 

credentials. New CTYPEs will be created and added to the chain by entities which cannot find 

a suitable existing CTYPE for their use case. 

Only the hashes of the CTYPEs are stored on the KILT Blockchain, while the whole CTYPE 

schema is published and stored in a registry service16. When an entity creates a new CTYPE, 

it generates a hash of the CTYPE (by hashing the schema structure) and requests to register 

this CTYPE to the KILT chain identified by this hash. This ensures that entities (Claimers, 

Attesters and Verifiers) can check if a Claim is conforming to its corresponding CTYPE by 

acquiring the CTYPE from a registry, hashing it and comparing it to the CTYPE hash on the 

blockchain. While storing the whole structure of a CTYPE on the blockchain would be a 

wasteful use of secure block space, this concept already creates investment security and 

interoperability amongst the participants of KILT protocol. 

The KILT Blockchain stores the public key of the entity that registers a new CTYPE. It is 

assumed that the public keys of Attesters will be publicly known. In order to do business by 

issuing attestations, they will advertise their services which also means they will publish their 

public keys. 

Payment Transactions 

The KILT blockchain will contain its own cryptocurrency: the KILT Coin. This Coin shall be 

used to incentivise the security and continuous operation of the KILT network. Moreover, the 

KILT Coin shall be used to pay for the registration of CTYPEs, writing Attestations, and issuing 

revocations on the blockchain. The KILT Coin could also be used for paying the Attester for 

the Attestation service.17 While these transactions as such do not incur privacy issues, since 

 
16 BOTLabs will provide a central CTYPE storage registry in the beginning, but anyone is free to run 

their own storage service and store any CTYPEs.  
17 Some of these transactions are already available in the Mash-net and are paid with the Mash Coin - 
therefore we often speak in general about the KILT token which would mean either the Mash Coin or 
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all these transactions will be publicly available on the blockchain, one could try to correlate a 

payment from the Claimer to the Attester right around the time the Attester writes the 

attestation on the blockchain. An attacker could determine that a Claimer received an 

attestation for a specific CTYPE (since the attestation contains the CTYPE). In certain cases, 

this might reveal sensitive information about the Claimer, even though the content of the Claim 

will never be revealed. However, it is under consideration that the KILT network might 

implement a zero-knowledge proof-based payment transactions system (e.g. like Zerocash18) 

in the future to solve this issue. 

Quotes 

A Quote enables Attesters to build structured contracts for the service of an Attestation. 

Further explanation can be found in Chapter 7: Quote. 

 

Building Top-Down Trust Structures in KILT 

Many current credential management systems rely on a model where organisations issue 

Credentials about entities. Hence, one organisation attests to various claims by entities. 

However, the level of trust is determined by the trustworthiness of the organisation attesting 

to the claims. This is a rigid and fragmented way of providing trusted attestations to the 

individual elements of oneôs complete identity.  

 

As KILT shall be a permissionless network, anyone can become an Attester and provide 

attestations for any Claim. Removing the barrier to being part of the system and to embody 

any role is fundamental to the design of the KILT network. This implies that Claimers and 

Verifiers know which Attester to trust and which not to trust. In other words, the Verifiers decide 

to accept a Claim based on their trust in the Attester. The Verifiersô trust in an Attester can be 

achieved in different ways. The Verifier might directly trust the Attester. Alternatively, the 

Attester inherits trust through legitimation or delegation from another Attester and the Verifiersô 

trust in the Attester is derived from a specific trust structure, modelling real-world trust 

relationships.  

 

The next sections describe different ways of how we envision that entities can create trust 

structures in the KILT network. First the principle of legitimation is explained. After that, two 

KILT-inherent mechanisms (Hierarchy of Trust and Private Curated Registries) are introduced 

which we want to manage on the KILT blockchain. 

Legitimation 

Authority by identity is the process of authorising a specific entity based on their identity. These 

processes typically ask the question: "Who are you?"  

 
the Wash Coin or the KILT Coin (referring to the KILT token of the KILT main-net that we plan to call 
ñSpirit-netò) as they are available at a certain point of time. See Release Roadmap for details. 
18 Zerocash, https://z.cash/, last accessed on 17th February 2019. 

https://z.cash/
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Authority by possession is the process of giving access to a resource to any entity that 

possesses something, like a key. These processes typically ask the question: "Do you have a 

key that fits this lock?"  

The concept of Legitimation in KILT is a simplified model of Object Capabilities for 

authorisation. A legitimation is a Credential by a trusted source that grants specific 

permissions (ñcapabilitiesò) to another entity. 

The simplest and most general example: 

Attester A1 legitimises A2 by attesting its 

arbitrary claim. Attester A2 then uses this 

attested claim (legitimation) to serve Claimer C. 

For example: the Chamber of Commerce (A1) 

attests that ACME (A2) is a company. When 

ACME (A2) attest claims related to its own 

business (e.g. attest employee status for 

Claimer C), it includes the Legitimation from the 

Chamber of Commerce (A1) into all of these 

claims.  

 

In detail, this is what happens in KILT between 

Claimer and Attester A2: 

 The Claimer sends her Claim to Attester A2. 

 The Attester sends back the Claim and his legitimations for attesting this CTYPE. 

 If the Claimer is satisfied with the legitimations, she signs Claim and legitimation and 

sends it to the Attester, signalling that she will accept (and pay for) the attestation. 

 The Attester sends the Credential, which includes the legitimation and the Attesterôs 

signature. 

 

The above example is theoretically possible without using the KILT Blockchain. This case is 

called off-chain-legitimation. In case of off-chain legitimation(s), the KILT Validator Node 

cannot check the legitimation chain, so it must shift this responsibility to the Claimer 

and the Verifier.  

In case of on-chain legitimations the Validator Node writes all attestations on the chain that 

are requested to be written on chain (e.g. if the attestation should be revocable). This should 

be the normal case.  

 

https://w3c-ccg.github.io/zcap-ld/
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When requesting an attestation, it is the Claimerôs responsibility to check if the legitimation of 

the Attester is sound. It also is the Verifierôs responsibility to check if the legitimation chain is 

complete (i.e. no link was revoked) when verifying a credential backed by a legitimation chain.  

The Claimer and the Verifier must be able to access all information that is required to make 

sure that the legitimation chain is valid. This information is included in all attested claims that 

are based on legitimations and the KILT protocol defines processes for such verifications (see 

Chapter 7 for details).  

Hierarchy of Trust 

A Hierarchy of Trust is a hierarchical top-down trust structure where the KILT Validator Nodes 

check the complete authorisation or delegation chain for attesting a specific CTYPE. In case 

of the Hierarchy of Trust, trust is distributed in a ñtraditionalò manner from a trusted root entity 

to additional entities in the system. These models represent real world organisational 

structures of states, government agencies or the corporate world. 

Adopting this concept for KILT means that a trusted root can delegate trust to other entities 

and build a Hierarchy of Trust around a specific use case (i.e. a CTYPE). Starting from the 

root, entities can delegate the right to issue attestations to Claimers for a certain CTYPE and 

also delegate the right to delegate the right to attest and to delegate further.  

These authorised entities will be trusted by the community by virtue of the trust in a parent or 

root delegator. In other words, Attesters inherit the trust directly or indirectly from a trusted 

source or root. Anyone can build its own hierarchy which is essentially a directed acyclic graph 

(DAG) of delegated trust. 

These structures are always stored and updated on the KILT blockchain (using delegation 

transactions described in Chapter 7: System Structure). The resulting delegation chains are 

always available for the Validator Nodes since they are stored on-chain. This means that the 

Validator Nodes write an attestation backed by delegation to the chain only if the delegation 

chain is valid at the time of attestation. This way the Verifier can be sure that the delegation 

chain was valid if the attestation is valid (in contrast to attestations backed by legitimations, 

where the Verifier has to check if the legitimation chain is valid).  



KILT White Paper                         Version 2020 -Jan -15 

30 

 

 
Trust relationships between Claimers, Attesters and Verifiers in a Hierarchy of Trust  

For example, Bob can claim that he has a university degree and an Attester, which in this case 

would probably be an employee of the university, checks his claim and issues an attestation 

for it. Now the Verifier might not know and trust the employee of the university. The employee 

obtains trust when the leadership of the university delegates confidence to him through 

the organisational structure of the institution to attest to claims of university degree 

CTYPE. When Bob applies for a job, the recruiter can easily verify his claim of having a 

university degree because the Validator Nodes did check the validity of the delegation chain, 

when creating the attestation. 

 

As it can happen that an Employee loses the right to attest the specific CTYPE of the Hierarchy 

(e.g. leaves a company), this also needs to be reflected in the path of authorisation. In case 

the Department revokes the right of Employee 1 to attest the University Degree CTYPE, it 

issues a revocation of authorisation of Employee 1.  

 

Should Employee 1 later try to issue an attestation for this CTYPE and try to forge the path of 

authorisation, the Validators will not write the attestation on the blockchain.  

Also, the Claimer could present a forged off-chain attestation, but when the Verifier checks 

the authorisation chain on the KILT blockchain, he will not find it and therefore not trust the 

Credential.  

 

Past attestations that happened before the revocation of authorisation remain valid as the time 

of the revocation is later than the time of the attestation. In a Hierarchy of Trust, revocations 

can be done by the Attester itself, or every entity upstream in the hierarchy than the Attester. 

The exact structural and implementation details of the Hierarchy of Trust is described later in 

Chapter 7.  

Private Curated Registries (PCR) 

Private Curated Registries are unordered permissioned lists that emulate rather traditional 

trust models where the Curator of the list has already built a trust relationship with Claimers 
































































































































































